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HIT and Patient-Related Harmful Incidents
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Philips updates latest ventilator
recall following report of patient
death, 4 injuries

By Andrea Park * Jun 6, 2022 11:13am

Hazards tied to medical records rush

Subsidies given for computerizing, but no reporting required when errors cause harm
By Christopher Rowland Globe Staff, July 20, 2014, 12:00 a.m 5= f , é . 52
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'Countless' Patients Harmed By Wrong or Delayed
Diagnoses

Evidence is incomplete, but still shows most patients will be impacted by the problem at some point in their lives.

By Steve Sternberg  Sept. 22,2015, at 11:25a.m.

Oct. 7, 2022,
One of the largest hospital
chains in the U.S. [ G0

Ransomware attack delays patient care at SlldfsEEN] was hit with a
hospitals across the U.S. suspected ransomware

CHI Memorial Hospital in Tennessee. some St. LLuke’s hospitals in Texas and Virginia Mason

Franciscan Health in Seattle all have announced they were affected. CYberattaCk this week,

e : : = ’ ~ leading to delayed surgeries,
hold ups in patient care and
rescheduled doctor
appointments across the
country.
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Clinical Software

(e.g. EHR, Clinical
Decision Support)

Administrative (Non-Clinical)
Software

Reference: Bipartisan Policy Center (BPC)(2013). An Oversight Framework for Assuring Patient Safety in Health Information Technology
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LESS  Degree of Direct Clinical Action on Patients MORE

NO INJURY Severity of Potential Harm SERIOUS INJURY/DEA"

Reference: Bipartisan Policy Center (BPC)(2013). An Oversight Framework for Assuring Patient Safety in Health Information Technology
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OF NON-DEVICE SOFTWARE FUNCTIONS m
,é??oj HIT(FF BER RS LI BE) tHEA R E &L E
N %g Eylzlj E% *%—L—% T% 'T/E $ %3‘ z A. Administrative Support of a Health Care Facility
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Software functions included in this category are defined in section 3060(a) as intended:
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Rl ~ AR RLES
=Z NS D K« %E
) Rz & /A ﬁ /1% FT S . Jor administrative support of a health care facility, including the processing and
B)\j— E‘Z AN 9—;# ﬁ y—‘ﬁ— *H erﬁ %:\ 2 maif?renance of_fz‘na_ncial rec:ord,s, claims or billing information,. a{)poim‘memt schedules,
=X/87772 717 =151 B DT business analytics, information about patient populations, admissions, practice and
s inventory management, analysis of historical claims data to predict future utilization or
EQ Ey 1% cost-effectiveness, determination of health benefit eligibility, population health

management, and laboratory workflow.

YRBETFRERSR

=227 = 2 =L\ E AN
=\ E:HI /%:Q "‘;E = TI‘)I- 17_'_ $EIJ N :|¥ FDA received three adverse event reports® related to laboratory workflow applications. The first
error occurred after a software update to a culture workshop test where a revised protocol length

1%% N E% }ﬁ *ﬁl:lz Ir E!Z /%E\Z\E 7T< was not sent to the intended instrument and was automatically changed

second error caused samples to revert to “ready for reading™ even after

H 408 s 2% B2 3ok 22
2 1 Il\E E ? I/ == = }_‘_ E—t FAN E‘Z =1 1% %ﬁz which led to delays in workflow. A third error led to a patient’s aspartat
S Eﬂﬂ 7'( nl "%EE — E 'ﬂi’, AX results to being automatically validated due to a missing flag and was r
2 1 t C t C Q t }ré laboratory to the patient.
S e n u ry u r e S C ES Changes or additions since last published report: New adverse event types. 1

t
were not reported in the 2020 Report. m

Impacts to Patient Safety

presented on this software function includes adverse events related to labora
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The effects and preventability of 2627 patient safety
incidents related to health information technology failures:
a retrospective analysis of 10 years of incident reporting in
England and Wales

-

Rk Red (D

rossMark

Guy Martin, Saira Ghafur, Isabella Cingolani, Joshua Symons, Dominic King, Sonal Arora, Ara Darzi oOoa

ore

Findings We identified 2627 incidents related to health IT failures. 2557 (97%) of 2627 incidents were assessed for
harm (70 incidents were excluded). 2106 (82%) of 2557 health IT failures caused no harm to patients, 331 (13%)
caused low harm, 102 (4%) caused moderate harm, 14 (1%) caused severe harm, and four (<1%) contributed to the
death of a patient. 1964 (75%) of 2627 incidents were deemed to be preventable.

Interpretation Health IT is fundamental to the delivery of high-quality care, yet there is a poor understanding of the
effects of IT failures on patient safety and whether they can be prevented. Failures are complex and involve interlinked
aspects of technology, people, and the environment. Health IT failures are undoubtedly a potential source of
substantial harm, but they are likely to be under-reported. Worryingly, three-quarters of IT failures are potentially
preventable. There is a need to see health IT as a fundamental tenet of patient safety, develop better methods for

capturing the effects of IT failures on patients, and adopt simple measures to reduce their probability and mitigate
their risk.

sssssss
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Correspondence to:

Dr Guy Martin, National
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Reference: Lancet Digit Health. 2019 Jul;1(3):e127-e135
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B\ England and Wales : EERZEHEFIER

“Patient became acutely unwell overnight, had been seen by on call team during the
previous day... Found to be in probable urinary sepsis. Later died.

[Results] system not working properly and so positive MSU [mid-stream urine]
from 4/7 [4 days] earlier had been missed by ward team and on call team”

Severe harm

“Main server for pharmacy IT system failed. No 24 h maintenance contracted for
from server provider. No 24 h internal IT cover.

[Result] is complete failure of pharmacy operational system”

Moderate harm

“[...] system error resulted in approximately 1700 patient records having missing
data items on attached specimen records. This caused multiple specimens to be
inaccessible”

Reference: Lancet Digit Health. 2019 Jul;1(3):e127-e135
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BNational Reporting and Learning System(England and Wales):
2004~2016 B3R 13,748,411 HimZEH = Hd 2,627 BEEEN B XHERSH

®27.4% BEWEsghtinfrastructure (BEBEAE - 18 | @9.9% BERIESERE

A

a% bt B 3R 3R PR 45 BX) ®Failure of devices or equipment
®|T or telecommunications failure or overload @6.5% .%ﬁi—"i‘%ﬁﬁﬁi

® Absence of suitably trained or skilled staff ®5.9% JaEgEEiRE
. 5 5 5 . . £2 BN /
Ballireiopaciayiinicoliectionianaelivenisystems ® Delay or failure of the treatment or procedure or the

0 =2 == BEEZSEL - FRER < =T inappropriate or wrong treatment or procedure
@167/0 Eﬁr?éﬁﬁﬂs%(ﬁ_néﬁﬁ .*EA{E: 7 n:l:fa) @5 80/ y“ﬁiﬁuﬁ . 1§*95 . HjB't' rﬁz:ﬂﬂﬁﬁﬁ't'
®Failure, delays in receiving incorrect or missing test results or 070 TAB 1% FiE 7G ( AR 715)
reports ® Delays or failure in transport, transfer, or patient discharge
®Delays or fai_lure of diagnosis_or_tests ®5 5% BEBIREEDIHRERE  BEMNFER
OInadgquate, incomplete, or missing scans, x-rays, or sample O EarruriEE e fElue
specimens
N o B == :\g = = 375 10 Vay
®14.0% X BZEHBF MBS - SOWBA BRRAN R/ NB/ (FHTER > X
H5EE) | e Delay inadequate
®Missing, inadequate, or wrong documentation, or no access or Overload Missing Incomplete
delays in obtaining documentation Wrong Incorrect

®Incorrectly identified patients

Reference: Lancet Digit Health. 2019 Jul;1(3):e127-e135
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(implementation) * Z%¢{t(customization) * 45 5 (integration) £ {5 F3

Health IT BIfR & Z E &K

— s + 4= £23 315 I
SEEEEH A - ERBIRA IRAT RN e
{938 B ERIEE RS MERIE _ =R

Promote the Use of Quality Identify , Develop, and Adopt Leverage Conformity [g::ﬁiig iﬂ‘é’g’gmiinl}a?

Management Principles Standards and Best Practices Assessment Tools T ——
RZEHHIT - #EFEm WSEREMEESEES| . WERHIT Zm@ - RS - BLTNEERREE &
BERGES - BB A - ERNBRENHT B A4 RS  EEE . B85 . SEsEXL
ZHIBEEH)  BEESE A7 RS HEEKRZENIEEE mRER B 28
DB 25 ® 2 /0Tl A 14 (usability) K- ERAZZHIR BERHEE  ZIHIT1EE
R REEERL  BE OIRIFEE)IE o Eflal - W58 - O ZERENRSE S -
ZEWHITHEFTSHE (Interoperability) ® BEAMRFAMEAT  wBE2RAAEEEN
KEZ ./%%E%A - REDIgE (%ZEIHHEF?E§§¢%>—|E—) . THAE i & B 18 Bats
DER o 3 faEiE ® FXHT ek &I B AN AT E1T E'm

Reference: FDA(2014).FDASIA Health IT Report : Proposed Strategy and Recommendations for a Risk-Based Framework m
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B The ISO/IEC 25010 standard defines a software product quality model
and it allows Health IT developers that can affect patient safety

Characteristics Sub-characteristics Risk

R1 - Lack of functionalities that support clinical workflow
1.1 SZEINEE(completeness) R2 - Lack of coding, standardization, and structuring data
R3 - Lack of features to detect duplicate patient records

1.IMBERE M ok R4 - Inaccurate, outdated, or incomplete decision support rules
Functional 1.2 IEHETIRE correctness) R5 - Software bugs

Suitability R6 - Inadequate content import features

R7 - Pre-populated fields

R8 - Inadequate alerting

R9 - Allow tasks to be performed simultaneously

1.3 &% M (Appropriateness)

2.1 #4581 (Appropriateness recognizability) [R10 - Inadequate display of information

2.2 S8 (Learnability) R11 - Difficulty in understanding current status of user actions

2. o] At 2.3 IR {E M (operability) R12 - Difficulty in interacting with EHR

ISO/IEC 25010 OEELITEAS D 4 B R 48l (User error protection) R13 - Interface prone to user error
2.6 T3 (Accessibility) -
Reference: Identification of Patient Safety Risks Associated with Electronic Health Records: A Software Quality Perspective. Stud Health Technol Inform
(2015).216:55-9

2.5 {EF 7T HEXFT (User interface aesthetics)|-
STANDARD




HITRAEE 1R 4Bl

-3¢ 50 A A\ 2 = 8| PR

B The ISO/IEC 25010 standard defines a software product quality model

and it allows Health IT developers that can affect patient safety

Characteristics

3. UBERLER
Performance
Efficiency

4B
Compatibility

5.0 gt

Reliability

6.ZFM
Security
7.45E
Maintainability

8.oJiEBH
Portability

ISO/IEC 25010

STANDARD

Reference: Identification of Patient Safety Risks Associated with Electronic Health Records: A Software Quality Perspective. Stud Health Technol Inform

(2015).216:55-9

Sub-characteristics
24t EGE (Time behavior)

Risk

R14 - Delay in system response

I\

AR EIRFEH (Resource utilization)

RE= (Capacity)

o

-~

IS

15 2 TF M (Co-existence)

15 2B EAY OB (nteroperability)

R15 - Communication errors between systems

Z MoK (Availability)

R16 - EHR unavailability

RMARAE /A EEN/ A REK

Maturity/Fault tolerance/Recoverability

R E M/ SR/ A BRI

Confidentiality/Integrity/Non-repudiation

Z AR SR B/ E A /Tl et ol Al

Modularity/Reusability/Modifiability/Testability

RME R/ AR R/ E R

Adaptability/ Installability /Replaceability

“Safety
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Health IT 52:81R 2% (Certification Criteria)
O 2015F fRHITREE AR T ) \(ELEFIS58]8 - ONCIRERE B (ONC-ACB) S & AIGF B iR =E
(ONC-ATL) SR RENHITERETRE - UELEmIERENHITEmBE(CHPL) & -
PEEEmEZIEENRENGEEEERIFHERFRBBEFSIE -

p— 3)

The Office of the National Coordinator for ™
PROCESSES

Health Information Technology

£ Certification supports
- clinician engagement in clinical
Interoperability ""* practice Improvement and care
ONC Certified HIT . coordination activities using health

is essential for systems _ : LIS L
IT —including participation in CMS

to communicate rograms o 2015 Edition

Certification
DESIGN &

‘ ‘ RFORMANCZE C“tena
"‘ + @ , Categories

Patients Clinicians & Hospitals Developers

can access andsend have tools for clinical processes, can assure their customers ”

their healthinformation care coordination, and quality that their product meets

electronically improvement recognized standards and EEELLTIﬁ
functionality

ok

CLINICAL
UALITY
MEASURE

PATIENT

Reference: https://www.healthit.gov/topic/certification-ehrs/2015-edition e cEMETg
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The ONC 2015 Edition

YL+

*%ﬁ(Certification Criteria)

1.6 KiBIE

Clinical Processes

3.mRmE =

Quality Measurement

7. Bl R ARG

25 8- 24

CPOE - Medications

miRHEEUEFAARIUER

BEEREREER) -

mREBEH=EER - EY - BER
EMFIBEER -

m A FAEEIE(CPOE)RI 11254 -
A EY mIEERIEERR - Wol
MITEE) BEY)-ZEY K Y-
BROLOERKSE - £8F
HmESR SR EREYEF

A BETE
Import and Calculate

W 5 A an B I £ (CQM) 17 /) B
PRESAE T AR B 0N 2 BE R IR

27 ~lu\ﬁ2 u]m]

- CMShiERCQMREXR
- BHRS

m EBEAEEEE X COME
B LRBLEEREREA
EEEE -

B T2 T U E FE LR
RitBeCOMER -

Reference: https://www.healthit.gov/topic/certification-ehrs/2015-edition

Z 2 8{EERET
Safety-Enhanced Design
[ ‘E“S’J =%

e 12208 B EHITRY O A 1%
MZEH - HIT BEBRITNEE
moRe e iR S ERERE
APOERETEK -

B R HITEE N E A FaRA SR ER
RERELEE -

A ,ﬁiﬁ&ﬂb
IT Design and Performance

7. B/ R ARG

IT Design and Performance

mEEERA
Quality Management System
237 27

u nlb\ﬁﬂT%i%g*HlTﬁ ﬁéAE\'fﬁ

0 mh &5

FAmEEIRZ4(QMS) - iR

ZmInacrerasE - AlE - Bt
MHEE P TS r0e °

B HITRHZASERmEEE
Z4(QMS) - WA EBLEEFS
QMSIRZE AR 21l E 48 43
(ISO)HERQMSIZAE—Z -
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The ONC 2015 Edition Update: 2022 Requirements21

Real World Testing 2023 Plans SNC HealthIT
O E2024F £ i F S ONC-ACB g iRZERHealth ITR#AMCHPLmIR - /AT 2022
F12H158prir m EE R AIE T 2l (Testing Plans) -
>EmBEEEF R - FRAFEHealth ITE@FEﬂEE%@?‘?E’\J%iﬁ(settings)%ﬂ'f%m(scenanos)
BR1E - REERIVIRIEMRINEEN ; BIEMH (interoperability) M1 2 1E R 1 (data exchange) Rl F 8

MisgHealth ITEEMIEEIAIT ‘IE’E‘"n%L,UAEﬁH‘H“‘ﬂ'ﬁﬁﬁi 3

I, TR TR s

J FMAMJIJ JASOND JFMAMI JASONDIFMAMI JASOND JFMAMUIJIJASOND

ANET) A% 46 M . 4= W
>a%mﬁ1§|:|nm\nﬂ* 4% . ]:iﬁl-l] f,ﬁ

*m —% (technical standards) %D June 2021 12/15/2021 3/15/2023
== = 4 Module #1 2022 Real World Testing Plan 2022 Real World Testing
_-I%ft EEJ;.:(vocabulary COde) Con;_pletes for Module #1 available on CHPL Results Due for Module #1
0= E bl \ Certification
)EE\ R;_‘t/H\\\ ﬂ%iﬁiﬁl:'jt 08/31/2021 ":‘—i" T TR ‘%
== =tz TN i 2 ) \ Ll WWOTG 1 77-
’ Certificat

TETRERE aTU(EHI A R  Desdline  October 2021 12/15/2022 3/15/2024

3z A

WiHELR{EREBER for022Real  Module#2 2023 Real World Testing 2023 Real World Testing

orld Testing  Completes Certification Plan Due for Module #2 Results Due for Module #2

>T:I_:% AHEHealth ITEmDd -

ES 1t 12/15/2023 _
I’ISZ *u 1§ Fﬁ World Testing Plan "™

Reference: ONC Health IT Certification Program Developer Roundtable (November 15, 2022)




The ONC Certified HIT Product List (CHPL)

Certified | ProbucT
HealthlIT | LisT

Search CHPLQ, CMS ID Creator 4 Compare Products 4 CHPL Resources 4 Shortcuts 4

‘ ADMINISTRATOR LOGIN &

Q Search by Developer, Product, or ONC-ACB/CHPL ID

API Info for 2015 Ed. Products SED Info for 2015 Ed. Products Products: Corrective Action
Decertified Products Real World Testing Inactive Certificates
Banned Developers

Certified | probuct earch CHPLQL ~ CMSID
¥ HeaithiT | Lis — . .
FILTERS APPLIED Certification Edition [ 2015 2015 Cures Update €3 ) Certification Status [ Active © [ Suspended by ONC Suspended by ONC-ACB © )

dCreator4  CompareProducts4  CHPL Resou S = ONG-ACB | DrummondGroup @ ) 1csALabs @ )( Leidos ":\sucompl.am ) RealWorldTesting M ANY (b RWT Plans URL (a5 RWT Results URL

ADMINISTRATORLOGIN &

SEARCH RESULTS: (1-25 of 647 Results) DOWNLOAD 25 RESULTS #
€ Return to search results
N _— ot Real World
AperVIta Platform CHPLID gertifcation Developer T Product Version Certihcation Real World Testing Plans URL Testing Results
URL
CHPL Product Number: Certification Date: Jun 29, 2020 | Last medified Date: Dec 1, 2021 £
s https://; 0 dical.io/l |/real wor 3)
R e ) o 1505053121 0NEL01001220828 g AlifeHealthcare Ing LLife 10 Active bl nemedivalielzealfenl v 81
DNC-ACB Certification ID: "
15.04.04.3074 Aper.20.00.0.200629
B 015 Japidocs chirp.anp/ireal world test &
() SEE ALL CERTIFICATION CRITERIA / CLINICAL QUALITY MEASURES 15.05.05.3121 CHRP01.01.1.220912 6‘33]2;“5 1Life Healthcare, Inc Chirp 16 Active pidocschirpape/freal world testp @
Developer
Certification Criteria (7met) w I
Apervita Inc. ASPMD Me: i .
- ) 150205.1026ASPM0O1010.220203 2015 ASPMD In SPMO Medical Office 92 Active spmdfreal-world-testplan/ 5 NA
TR e @ [ 170.315 (c){3): Clinical Quality Measures - Report View details System
Self-developer: No [ 170.315 (d)(1): Authentication, Access Control, Authorization View details
; https:/aspyracom/wn- (5]
[ 170.315 (d)(2): Auditable Events and Tamper-Resistance . » contenth /2021/12ASPYRA Real W
- Viewdetall o P LSPYRALC CrberlAB 781 Active orld Test Plan €Y2022 150ct2021 ;;ned A
= ) st Pla -Signed:
= 1 = — (& 170.315 (d)(3): Audit Report(s) View details o I = tl: GB.pdf
E n n 2 A (@ 170.315 (d)(5): Automatic Access Time-out View details , Y nI m
(W 170,315 ()i4): Oualitv Management Svstem IO P Crystal Practice . . Wb L bl e earbifatian o
Home | Privacy Policy | Disclaimer | White House | HHS | USA gov | Viewers & Players | GobiernoUSA gov Herme | Privacy Policy | Disclaimer | White House | HHS | USA gov | Viewers & Plavers | GoblernoUSA gov

Reference: https://chpl.healthit.gov/#/search
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HITRZHESHRR-BANEELEEmEZTEE

BEENRELZETUESHFNEEERSEB D E(1SO/TS 20405:2018)
0%1@&%%%@%%2&%%@%&@8 Joint Commission , American Nursing Informatics

Association , Emergency Care Research Institute (ECRI)) - *RATEAREZEHREDBIKIE
02019F BFRZE(CAEB(SO)V R AM AR - FRNESEERELEZMMETI

1.oJ A RS 2. BEEMN RMAVER 3. BEEE M A INEE 4 BRE M R ARV R

Availability and infrastructure Using CIS Problems with CIS Transitions

W 1.1 Workstation not available B 2.1 Permissions, information m 3.1 Wrong output/ display error m4.1 Hybrid record system

B 1.2 Workstation down/slow governance B 3.2 CIS functionality (usability, m4.2 Record migration

W 1.3 Printer/scanner down/slow W 2.2 Unfamiliarity/ training user interface, task fit) W4.3 Software updates

B 1.4 Network down incl. CIS slow W 2.3 Use error; wrong m 3.3 CIS Integration with workflow m4.4 Downtime procedures

B 1.5 CIS not available/ licensed entry/retrieval (collaborative task) (transition to paper and back to

® 1.6 CIS not accessible (e.g. login W 2.4 Cognitive load W 3.4 Local CIS configuration (DSS EMM)

issues) B 2.5 Unauthorized access alerts, rules, etc.) and changes

B 1.7 Power failure =R 2 B 3.5 Device interface (smart

B 1.8 Computer security, virus ‘EB’%%G“ pumps) ( = PR 2= 45

B 1.9 Data storage and backup B FREIIRABARE B 3.6 Interface with another CIS ~\ - ) _
W 5l E[145 58 s R ST A u %ﬁ:%_:%,ﬁﬁ#]ﬁl(Mlgratuon)
N B ERIIRIFIRE A PARA

CES R E S

Reference: (1)Australian Commission on Safety and Quality in Health Care(2019). A health IT-related classification system
(2)https://www.iso.org/obp/ui/#iso:std:iso:ts:20405:ed-1:v1:en

AUSTRALIAN COMMISSION
oN SAFETY ano QUALITY nHEALTH CARE
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BIR-IMaR IS AR ARV A B BT RE

,]’( RESHFRM ARG Events reported to FDA
=B0 Patient safety event reports . “Electronic Health Record”
[l HQEEEa#fﬂEﬂZEE"EE &1l %“,ﬁ(Health m | =g _ EventType
0T H EHITEFFZH-‘_ 50| B ) AT AT A R & 567G Death Injlljry Malfunction | Other TO'll'AL
4% 0] FA 14 (usability) ,Liifi\ &(safety) 2011 2 2
ORLEIEFEEWE | REBELEZSHHEON - 2012 59 59
o BIAMMNBRGE : MY BEBERBETEEN o 0 gg 28
DT BRREERIMSE (Unintended harms) 5015 > 5 35 45
OLSI,%,.EE’JFﬂﬁéiiinxnﬂ“iE 2016 1 7 20 1 29
oi_ﬁ..n%,ﬂﬂzfi,f\ ERE T EMERE RSO ggg - 2 gi ;g
FA 14 (usability) ,LEEE’E\ it(safety)
o X MEREIEF(Alert & Report)  BEERA 3828 ° i ;‘g ;‘ﬁ
%E(ﬂ?ﬁ)*ﬁliﬂﬁ}_w Dy S AR ES IE 2021 1 15 16
| 2022 1 1
_e— 16 45 380 1 442

Omo 100.0%
Data queried from the FDA MAUDE Database:
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfMAUDE/TextSearc

Reference: A Decade of Health Information Technology Usability Challenges and the
Path Forward. JAMA(2019) .26;321(8):743-744.



Real World Evidence : HITIRZMEEEEIRIF T

*L#E HIT ﬁﬁ*ﬁr ?fﬁ: Cross-sectional survey data were collected in 2017 from

O B N E o (B XZ 5 E(OR=0.81) working-aged registered nurses in Finland.(1399 nurses)

O E S N EZEHIS(OR=0.67) | |

O LR B ATIE IR A 5/ £(OR=0.63) | % 5?:??‘:3’;2{2@2?;.;323:""9
5 N\ 7 : patent sarety inciaen

Sl ORI0E 0 e

B S EIEIESHITEHER et

L NSO R EES iR )

O BRMARERRRREAERST —m— @

oI R BE M ASE T EER

P
O
- ]
: O : o i Worried about
. H ITE_E- 14: L #E ,% "R @ 1’E % E Z the consequences
EOY

B

The incident did not
cause harm to the patient

Reporting is too hard
or takes too much time

Reporting has no impact on
the organization’s processes

05N E (B — AT o
0%7533%%%*@*5%” E/]$1q: Flcﬁ E t E>|< Some other reason
oIS EIEHARAA - AUl Z4R |

BRI RIEH EATRR R A dEaR Odds ratio m
Reference : Reporting of health information technology system-related patient safety incidents: The effects of organizational justice. Safety Science. 2021 .1@
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B Johns Hopkins Evidence-Based Practice Model

®Problem-solving approach to clinical decision-making and is accompanied by user-friendly tools
to guide group use. The model and tools enhance team collaboration and care coordination.

=5 b U 5 SR P B B (ITPS/)V4R) ERIEMRREREE
IMEBITPS = X B B (i PR + M)
OESMRinIRISIE - MIXIEREE(  BH

O UIRECER EHEMIS5]
ORRMHISEREHHEEREER

4 $1¢F?E$E PRACTICE
Reportin .gﬁ:ﬁm
EAE ractices -%141}?-
b DHFIE
FanstE HEARNING BB
2 N Practice *EUEP
\PDCAEEQSE) Improvements
\_ Y,

Reference : https://www.hopkinsmedicine.org/evidence-based-practice/ijhn_2017_ebp.html
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Healthcare Information Technology - Regulations Related to Hospital Accreditation
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B The Pew Charitable Trusts and MedStar Health- Safe Use of Digital Systems
» Ten Best Practice: Clinical Decision Support(3), Order sets, Governance, Training, Hazard
identification, Hazard reporting, Hazard analysis and resolution, Health IT awareness

8 fre s F AR FA Bl R 3K

HARBasic hfEIntermediate SMAdvanced

FE P (dentifying) | BEf0ERE | mEBREEEER | mEBRKEEERICE wERKESERI RIS
Bps iy o pEsE sy | B EIHE R EAHITAE UZIEEERER - 2RP | IBIEEREF(process) » 2K
EEREZNREMEE - | WA TS A% 2 & fR A EAHITHEBENZZ Wi EAHITAR R IO &< & [El B
WIEEM DR FEMEE | HITRHET = PRREEE - 8 - 168 & #asE E e o]
BEBNEHITZ% - | REWAE - B ERNZEYHEERRE | MBI (tracked)

FFr BEAGHEIE | nBRNZEHEIFERER -
TS VE TR Fo okt {45 R AV BA LA A AR
BIHIT/EZE (Hazards) qu:
ST B 2B = 1 RIS EAHER W ER o5 EBHITHENZ S
75REsEE . FE RN pEHE - Han{ael

= PF Kl B

Nafiopdmreals %\%ﬁ”’% PEW Reference: The Pew Charitable Trusts and MedStar Health (2020). Hospitals Can Take Key Steps to
Human Factors in Healthcare TAPNST cuaerance reusts Improve Safe Use of D|g|ta| Systems



HERERHITZE -SSR T R &8

B The Pew Charitable Trusts and MedStar Health- Safe Use of Digital Systems
» Ten Best Practice: Clinical Decision Support(3), Order sets, Governance, Training, Hazard
identification, Hazard reporting, Hazard analysis and resolution, Health IT awareness

8 fre s F AR FA Bl R 3K

HZAKBasic hPEIntermediate SRfsAdvanced
EH#HE(Hazard ErARELZ BERERREEA BEREREAS  BY |mFrEE1LEZEESEE - 1

reporting) 2z ## 4] TEHBEHRZ 8 - IRHEHIT BHITHEE 22 3 [ OB HREERHITEES

A= LT RE & 2EHE | HEEEERE | B0 REHZG | HBRERS
BUmEy | RNSEHRLE - T

= TEa_mie | MEERNE mEREES |

STRZA—BER | e B2 45 DS iE

R - FER N

BEGHITRzE | SRS -

FrEETEEZAE
MR L EHRS

Nafiopdmreals “@W &3 PEW Reference: The Pew Charitable Trusts and MedStar Health (2020). Hospitals Can Take Key Steps to
Human Factors in Healthcare fn’?‘ \\ ................ |mpr0ve Safe Use of D|g|ta| Systems



Execs Accelerate Health IT Innovation,
Digital Health Transformation
= “Benefits” vs. “Risk or Harm”
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